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PRODUCT BRIEF

Software generated One-Time Passwords for convenient and secure two—factor authentication

Key Benefits

* enables secure remote
access to online services and
applications

* facilitates compliance with
privacy regulations

* convenient, simple and easy to
use

* simple Over-the-Air
deployment, installation and
user self-activation

* no additional hardware to carry
around or risk losing

* compliments SafeNet’s broad
range of OTP and certificate-
based authentication solutions

* reduce help desk costs with
over-the-air deployment and
enrollment capabilities

 available with extensive
management platforms for
centralized administration,
provisioning, deployment and
revocation

SafeNet’s MobilePASS family of One-Time-Password (OTP) software authentication solutions
combines the security of proven two-factor strong authentication with the convenience, simplicity
and ease of use of OTPs generated on personal mobile devices or PCs.

Easily and Securely Expand Online Services

MobilePASS’s innovative technology generates highly secure one-time passwords on mobile devices
and PCs for each user login, allowing your organization to securely expand the range of online
services offered to employees, customers and partners.

A Superior, Cost-Effective Solution

MobilePASS’s OTP two-factor authentication conveniently supports mobile devices including iPhone,
BlackBerry and Windows Mobile platforms as well as Windows desktops. For additional flexibility, it
also supports SMS delivery to mobile devices when used with the SafeWord 2008 packages.

Powerful Protection and Access Control for Remote Access

MobilePASS provides powerful identity protection and convenient access control for all types of
remote access systems, such as VPNs, Terminal Server and Citrix applications, and Outlook Web Access.
It also supports access to customer-facing online services, such as e-banking sites, eLearning education
portals and healthcare record and information sites.

MobilePASS is convenient and easy to use:

User accesses OWA
log-in screen

Clicks on MobilePASS
to generate passcode

OTP generation from
SafeNet MobilePASS

Enters user name, password
and OTP passcode

OWA back-end validates
passcode; OWA inbox loads...




Central Management for Easy Deployment and Administration
MobilePASS is available with the SafeWord 2008 “out of the box” management package or with the
more extensive eToken TMS management platform.

MobilePASS with eToken TMS

When deploying MobilePASS with eToken TMS, organizations get a fully configurable
enterprise-level management platform that offers centralized control of all authentication
devices. Offering seamless integration with Microsoft Active Directory and other
repositories such as SQL or LDAP, eToken TMS reduces the IT overhead associated with
managing authenticators by streamlining all authentication operations, including deployment,
provisioning and ongoing maintenance.

MobilePASS with SafeWord 2008

SafeNet’s easy to use SafeWord 2008 authentication package empowers organizations to
set up strong authentication in a matter of minutes. Easy administration and management
through Active Directory as well as Over-the-Air deployment and activation for iPhone and
BlackBerry, make SafeWord 2008 the perfect secure remote access solution for Windows
desktops and mobile platforms.

MobilePASS SMS Delivery

MobilePASS with SafeWord 2008 also offers organizations the additional option of Out-of-
Band (OOB) authentication by supporting SMS password delivery to mobile devices. SMS
delivery features include:

» Zero footprint with no client installation required

* Direct lookup of users’ phone or email in Active Directory

» Supports email SMTP password delivery in addition to SMS delivery

» Supports password expiration for improved security

The SafeNet Family of Authentication Solutions

SafeNet’s suite of authentication solutions includes certificate-based, OTP, hybrid and software
authenticators. All authenticators, together with SafeNet’s extensive management platforms and
security applications, empower you to:

* Conduct business securely and efficiently and open new market opportunities with
innovative products that enable secure remote access and advanced security applications
such as certificate-based authentication, digital signing and pre-boot authentication.

* Reduce risk with strong authentication solutions that prevent fraud and data theft and
enable compliance to industry regulations.

To learn more about SafeNet’s complete portfolio of authentication solutions,
please visit our website at www.SafeNet-inc.com
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Supported Operating
Systems

* Mobile: iPhone, BlackBerry,
Windows Mobile, Java ME
Devices, Symbian

* SMS/ email delivery*

¢ PC:Windows 7,Windows XP,
Vista, Windows Server 2003,
Windows Server 2008 (32 and
64 bit)

*SMS and email OTP delivery and Over-
the-Air Activation available with SafeWord
2008

For all office locations and contact information, please visit
www.safenet-inc.com/company/contact.asp
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