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Authentication

PRODUCT BRIEF

Secure remote access to your organization’s essential networks and resources

Core Benefits

recognized as the easiest solution
to administer; manage and use for
Windows environments

installs in minutes right out-the-box

cost effective with a low Total Cost
of Ownership (TCO)

mix of hardware and software
authenticators offers flexibility and
scalability

tokens never expire and come with
a lifetime warranty *

integrates seamlessly with Microsoft
Active Directory tools, and offers
easy and intuitive administration

meets regulatory compliance
initiatives

* for tokens under a valid support contract

SafeWord 2008’s out-of-the-box One-Time-Password (OTP) two-factor authentication solutions
let you powerfully secure remote access to your organization’s most sensitive and confidential
resources and applications. Offering both hardware and software, and supported by user-friendly
management software and maintenance tools, SafeWord 2008’s all-in-one OTP authentication
solutions are easy to install, use and manage.

“Peace of Mind” Security at the Push of a Button

With the push of a button, SafeWord authentication devices generate a highly secure, one-time
password (OTP) that can never be re-used, hacked, or compromised. SafeWord 2008’s two-factor
authentication ensures that only properly authenticated users can access critical applications and
data. SafeWord 2008 offers a variety of authenticator options, including hardware authenticators and
MobilePASS software authenticators.

eToken PASS

eToken PASS is a compact and portable one-time password (OTP) authenticator
that provides strong user authentication to network resources.With eToken
PASS, your organization can enable employees, customers, and partners to
securely access data whenever they wish using any computer. eToken PASS
supports both remote access and proximity solutions, is OATH compliant, is
available in both time and event-based configurations, and can be used for strong
authentication to web and client-based applications.

Gold

The Gold authenticator offers highly effective strong two-factor authentication
with the added security of a challenge/response mechanism.A user first activates
the authenticator on the keypad with a personal identification number (PIN),
which prompts the authenticator to provide a one-time, dynamic password. The
user then enters the password into the Web or network application to perform
authentication. The Gold authenticator comes in a convenient keyfob package,
and includes a large, user-friendly display.

MobilePASS Software Authenticators

SafeWord’s MobilePASS combines the security of proven two-factor

S/ authentication with the convenience and cost-effectiveness of software-based
one-time passwords generated on PCs or popular mobile device platforms,
including: iPhone, BlackBerry,Windows Mobile, and Java ME-enabled devices.
MobilePASS also offers SMS-text message delivery of one-time passwords to
mobile devices. MobilePASS is a fully-integrated strong software authentication
solution that leverages the same trusted authentication platform as our
hardware-based solutions.




Evolves with your Business Needs

Your business needs will evolve and grow into tomorrow, and that’s why SafeWord 2008 can
migrate seamlessly to additional SafeNet management platforms. This flexibility allows you to
expand your current authentication setup and add advanced certificate-based security applications
such as digital signatures, pre-boot authentication and password management solutions, without
having to replace your current authentication infrastructure.

Meet Industry Security and Privacy Compliance

SafeWord 2008’s strong authentication, access control, audit logging and comprehensive reporting
capabilities enable your organization to meet compliance requirements for security and privacy
standards including:

* Payment Card Industry Data Security Standard (PCI)

* Health Insurance Portability and Accountability Act (HIPAA)

* Federal Financial Institutions Examinations Council (FFIEC)

* Homeland Security Presidential Directive 12 (HSPD-12)

» Sarbanes-Oxley Act (SOX)

* Gramm-Leach-Bliley Act (GLBA)

The SafeNet Family of Authentication Solutions

SafeNet’s suite of authentication solutions includes certificate-based, OTP, hybrid and software
authenticators. All authenticators, together with SafeNet’s extensive management platforms and
security applications, empower you to:

* Conduct business securely and efficiently and open new market opportunities with
innovative products that enable secure remote access and advanced security applications
such as certificate-based authentication, digital signing and pre-boot authentication.

* Reduce risk with strong authentication solutions that prevent fraud and data theft and
enable compliance to industry regulations.

To learn more about SafeNet’s complete portfolio of authentication solutions,
please visit our website at www.SafeNet-inc.com
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Lifetime Token
Warranty
SafeWord 2008
authenticators never
expire and come

with a lifetime token
warranty. SafeWord
eliminates the need to
replace and deploy new
authenticators every
three years and helps
reduce your total cost
of ownership. Simply
return authenticators
at any time for a free
replacement. You must
be current on your
support contract for
all of your users to be
eligible.

For all office locations and contact information, please visit
www.safenet-inc.com/company/contact.asp
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